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Lessons about Cloud Security 
from 1980s Horror Movies
This article discusses how businesses can apply three fundamental best practices for adapting 
current security programs to mitigate insider threats as applications and data migrate to the cloud. 

IAM programs focused on granting access to legitimate us-
ers. This was based on the false assumption that no one else 
could impersonate those users, when in fact users often reuse 
passwords across multiple services, and companies lack the 
detail of typical user behavior patterns. In 2016, breaches at 
Yahoo!, LinkedIn, AdultFriendFind-
er, and other websites and services ex-
posed over 3.2 billion users’ passwords 
[1]. The risk is that dedicated bad actors 
can skip spear-phishing techniques and 
test for password reuse through creden-
tial stuffing [2].
In a credential stuffing attack, bad ac-
tors purchase password dumps (such as 
one of the Yahoo! dumps) on the dark 
web. The bad actors then configure an 
automated authentication tool to check common SaaS ser-
vices, such as DropBox, Microsoft Online, SalesForce, as well 
as banks like Wells Fargo and payment services like Stripe 
and PayPal. Next, the bad guy rents a botnet and the com-
puters in the botnet use the configuration files and password 
dump to check hundreds of thousands of username/password 
combinations across SaaS services and websites. Once the at-
tack is complete, the bad guy can then choose to resell the 
valid username and password combinations or use them for 
his own purposes. The risk is that one or more of your users’ 
passwords disclosed in a breach coincide with their password 
to one or more SaaS services in use by your organization. If 
the desired user’s password is not in one of the many breach-
es, bad guys can still try 123456, which was the most common 
password out of ten million passwords aggregated in 2016 [3].
Businesses need to operate under the assumption that they 
have already been breached, and that one or more bad actors 
are actively impersonating their legitimate users. Organiza-
tions can take three fundamental steps to develop a security 

Much to my parents’ chagrin, I watched a lot of hor-
ror movies growing up. Many of these films had 
roughly the same plot—the protagonists would be 

safe, at home or at a party, and their phone would ring. Some-
thing went wrong, and they would get another suspenseful 
warning phone call. The third call was inevitably from inside 
the house, and the body count would rise as the protagonists 
tried to escape or defeat the villain. The bad guy was invari-
ably a friend with a spare key and a dark secret, or he was 
demonically possessed. The message was clear: be careful of 
whom you associate with and whom you let into your house.
On-premise network security offerings and best practices 
might well have used the same play book as those slasher 
films. Administrators were led to believe that by configuring 
the firewall just right the heroes could stop the bad guys from 
getting in. Vendors told us that adjusting the anti-spam and 
virus-scanning policies would prevent the villain from get-
ting into the office. Setting up a password-locking system af-
ter three failed attempts took the place of setting up an alarm 
on the front door. HR departments began participating in 
Identity and Access Management (IAM) initiatives and start-
ed handing out login credentials only to trusted individuals, 
often at the same time as they were providing badges to gain 
entry.
And like the cliché dramatic element, the villain already had 
a key to the building, and now we’re all trapped inside with 
him. The cloud further upended the model of protecting ev-
erything behind the corporate firewall and inside the office 
walls. To survive, each company needs to understand what 
constitutes normal, so that they can identify the first warning 
sign. Survivors then need to be able to prioritize those warn-
ings to avoid alert fatigue. Finally, survivors need to be thor-
ough in deploying modern authentication and authorization 
systems, because what you miss is where the compromise will 
begin.
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baseline, establish proactive monitoring and alerting, and de-
ploy modern authorization technologies as they adapt their 
security programs to reduce the risks associated with the 
cloud.

Set a baseline for normal
Several years ago I led a project to deploy a centralized ses-
sion-monitoring solution at an investment firm. They chose 
to use the solution initially for role mining rather than reg-

ulatory compliance. This firm had 
“cloned” user accounts for years 
rather than developing formal 
roles, and they believed that the 
initial effort would uncover users 
with too many privileges.
In a role mining project, analysts 
review the permissions that cur-
rently exist in the environment. 
This can be a case of reviewing Ac-
tive Directory permissions, UNIX 
sudoers files, database GRANT 
statements, login privileges for 
known SaaS services, and permis-
sions defined on SaaS services. As 

each potential source of permissions uses a different format 
for describing user permissions, human intelligence needs to 
be applied to find common elements. For example, a user may 
be able to edit an Excel spreadsheet containing financial data 
stored on a Windows file share, and they may also be able to 
view but not edit data stored in NetSuite. These permissions 
can be logically aggregated into a role if several individuals 
have similar permissions.
After six months, the project team consolidated and reported 
our findings. Although we did find the anticipated problems 
of too many users with too many privileges, the larger issue 
we uncovered was that a vast number of batch jobs used a 
standard set of shared credentials. This authentication scheme 
made it tough to deduce what privileged commands should 
be allowed by the batch jobs, particularly in cases where the 
first command observed in the session was to switch to the 
root account on UNIX systems. After much policy debate, the 
organization forced application owners to request distinct ac-
counts for each application, and they set a drop-dead date for 
application compliance.

The CERT Insider Threat Center recommends organiza-
tions “carefully audit user access permissions when an 
employee changes roles within the organization to avoid 
privilege creep. In addition, routinely audit user access 
permissions at least annually. Remove permissions that 
are no longer needed.” [4] 

Businesses have been working for years to establish what us-
ers should be able to do and which apps they should be able 
to access. This includes access to SaaS apps, virtual machines 
hosted on IaaS, and machine-to-machine communications. 
Roles and rights obtained through role mining and audited 

as part of quarterly certification reports theoretically show 
what users can do.
What’s less clear is what users do with those credentials. A 
CFO might stop at her local coffee shop in Chicago and log 
into NetSuite on the coffee shop’s Wi-Fi. She could then drive 
to work and access Salesforce from her desk. This is a reason-
able use case, whereas common sense would suggest that she 
should not be logging into NetSuite from London five min-
utes after she left the coffee shop.
Similarly, an IT administrator might be called in the mid-
dle of the night to work on a high-severity ticket on an IaaS 
server. It is reasonable that he would log in from home on the 
evening of the ticket. It would, however, be very unusual for 
him to log in the next evening from a different IP address and 
run privileged commands if there were no ticket.
Although these simple scenarios seem obvious, very few orga-
nizations have deployed the necessary technologies to detect 
this aberrant behavior, or even to understand what “normal” 
looks like during a work week. Consequently, organizations 
should plan to deploy and integrate two or more monitoring 
technologies to understand typical use patterns.
Privileged accounts on IaaS servers should be monitored. At 
the simplest level, this is a case of plugging the system log 
from the server into a security information and event man-
agement (SIEM) solution and hoping that an operator notic-
es a red flag while manually reviewing the other log entries. 
More sophisticated solutions allow for monitoring of both 
privileged commands and privileged session monitoring and 
playback for later review. For example, rules can be set to send 
an alert to a security operations center. The security team can 
begin viewing a privileged session in real-time, and forcibly 
disconnect a session if it appears to be a breach. The most 
sophisticated solutions incorporate user and entity behavior 
analytics, and can quickly detect that a session is being run 
by an automated piece of attack software through automated 
analysis of keystroke patterns, or comparison of the active 
session against similar sessions.
Companies should also plan to monitor the use of SaaS serv-
ers by their users. At a minimum, this is again a case of plug-
ging the firewall’s network access logs into the SIEM solution. 
However, this will only detect use of SaaS services while users 
are in the office and behind the corporate firewall.
A more comprehensive solution is to deploy a cloud access 
security broker (CASB) and require mobile device enrollment 
via a mobile device management (MDM) solution. When a 
user attempts to access a SaaS service, the SaaS service provid-
er validates that the user has been authorized via the CASB. 
This is easily accomplished at the office through configura-
tion of a forward or reverse proxy (depending on the CASB). 
Mobile devices can be enrolled via an MDM solution to simi-
larly use the CASB before accessing SaaS services. CASBs can 
define which groups of users can access specific SaaS services 
and some of the permissions within those SaaS services, such 
as screen sharing or data exports. Potential threats can be 

22 – ISSA Journal | March 2017

Lessons about Cloud Security from 1980s Horror Movies | Kayne McGladrey

Organizations 
should plan 
to deploy and 
integrate two or 
more monitoring 
technologies to 
understand typical 
use patterns. 

 ©2017 ISSA • www.issa.org • editor@issa.org  • Permission for author use only.



turned away if a bad actor with compromised credentials at-
tempts to access a SaaS service without proxying through the 
CASB. Similarly, if the CASB rules define that users can view 
but not export data, bad actors can be thwarted in attempts to 
exfiltrate data in bulk.

Plan for alert automation
The security team at Target had deployed a sophisticated 
malware monitoring solution before the 2013 breach that ex-
posed 40 million payment cards. The security team received 
alerts, and Target met the letter of PCI compliance at the time 
of the breach. Unfortunately, the security team either was un-
derstaffed and could not investigate all the alerts, or the sys-
tem generated too many false positives to provide actionable 
intelligence [5]. Either way, it looked like they were asleep at 
the switch.
Today, organizations can investigate only 56 percent of the 
security alerts they receive on a given day [6]. Companies can 
anticipate a high number of false positives during the initial 
deployment phases of any IaaS or SaaS monitoring and alert-
ing solution. Previously invisible batch jobs using shared ac-
counts on IaaS servers will appear with unerring frequency 
in the logs. Employees accessing SaaS and IaaS solutions from 
home, coffee shops, and vacations will cause false alarms. 
CASB solutions will identify previously unknown shadow IT 
deployments of SaaS solutions that need to be incorporated 
into the corporate security program. Administrators run-

ning privileged commands without associated change con-
trol tickets will raise eyebrows.
If you are fortunate, the bad guys will leave your company 
alone while you configure your alerting solution. Your team 
will have the time to configure the alerting solution to filter 
out false positives. This will allow your security team to pri-
marily investigate high-risk usage, and to proactively stop the 
next breach.
Regrettably, it’s far more likely that the bad guys will attempt 
to overwhelm the monitoring and alerting solution while 
you’re configuring it. In this increasingly common threat sce-
nario, the bad actor will launch simultaneous attacks against 
an organization. These could include a distributed denial of 
service attack, an email malware campaign, or activating a 
previously-deployed but dormant piece of malware. These 
events will generate alert traffic from the monitoring solu-
tion, which provides a smokescreen for the real attack. The 
real attack will use compromised credentials and appear to 
be legitimate traffic and privileged command usage. The se-
curity team will be too busy investigating red herrings, and 
they are likely to miss the one atypical session. Research by 
Cisco has found that a just over a quarter of the investigated 
alerts (28 percent) are deemed legitimate, and less than half 
(46 percent) of legitimate alerts are remediated [6].
A company cannot hire their way out of this attack by bol-
stering the number of individual defenders who are manually 
reviewing logs and alerts. Consider that 44 percent of security 
operations managers see more than 5000 security alerts per 
day [6]. Although machine learning is a comparably new en-
trant to the security space, companies should plan to deploy 
some form of log aggregation and automated investigation 
software. At the core, these solutions should be able to iden-
tify attack patterns to assist investigators with a macro view 
of active threats. More sophisticated solutions should be able 
to identify peculiar behavior and actions by employees and 
subcontractors.

Deploy step-up authorization everywhere
In 2014, hackers breached JP Morgan Chase and exposed the 
names, addresses, phone numbers, and email addresses of 83 
million account holders. This came as a shock, as JP Morgan 
Chase had enabled two-factor authentication across its com-
puting estate. They just neglected to enable that feature on 
one server. Once the bad guys had established a beachhead 
with a compromised username and password on that neglect-
ed server, they compromised nearly one hundred additional 
servers on the network before the attack was detected. [7].
Companies should plan to implement some form of step-up 
authorization across all SaaS, IaaS, and on-premise comput-
ing resources in parallel with alert automation. The intent of 
step-up authorization is to increase friction and to mitigate 
the risk of a bad guy with a stolen password being able to use 
those credentials to complete an attack and establish an ini-
tial entry point for a breach. Step-up authentication can take 
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the form of two-factor authentication or multi-factor authen-
tication.
Two-factor authentication via SMS is often thought of as the 
first solution. Under this model, users are sent a secret code 
via SMS, which they must manually type to verify their iden-
tity. Regrettably, the bad guys know this and have built solu-
tions to intercept SMS traffic before the legitimate recipient 
receives the text message [8].
Multi-factor authentication (MFA) can include SMS messag-
es but can also include biometric, location-based, interactive 
voice response (IVR), or knowledge-based authorization 
(KBA) elements. For example, a user can swipe her thumb on 
her mobile phone if she is running a command with privilege 
on an IaaS server, but only if she is not at her office. Static 
KBA is the worst of these choices, as dedicated bad actors also 
have access to Facebook and can learn where targets went to 
elementary school, the names of their cats, and their favorite 
movies. Static KBA security questions and answers were also 
disclosed in numerous breaches in 2016.
At a minimum, companies should first plan to deploy step-up 
authorization for application and privileged-command usage 
for on-premise and IaaS servers. The next step is to integrate 
step-up authorization with all SaaS apps so that unusual traf-
fic patterns require MFA. For example, the CFO who regu-
larly stops for coffee at her local coffee shop might not need 
MFA to access NetSuite. There should, however, be a step-up 
authentication prompt when the villain attempts to use her 
stolen credentials to access NetSuite from London five min-
utes later.

Summary
We recommend that businesses work to establish a baseline 
of normal operations under the assumption that one or more 
bad actors will be identified during this phase. Next, compa-
nies should work to deploy meaningful alerts so that secu-
rity managers can take action without being overwhelmed. 
Finally, organizations should create friction for bad actors by 
deploying modern step-up authorization technologies. 
None of these solutions will guarantee that a company’s de-
fenses will not be not breached in the future. Deploying this 
combination of defenses, however, makes it financially more 
expensive and time consuming for the bad guys to maintain 
access to compromised credentials. It is more likely that the 
villains will move on to the company next door, which has all 
the security of a college house party in a horror movie. Your 
goal is to be around for the inevitable sequel.
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